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(57) ABSTRACT 

The present invention establishes a TCP/IP session between 
terminals which connect to a network on-demand by a dial 
up PPP. This is achieved by connecting from a local terminal 
X to a local connection point A of the network by a dial up 
PPP, calling a remote terminal Y from a secondary server C 
on the network based on information from the local terminal 
X and sending a FAX message containing an IP address of 
the local terminal X, and connecting the remote terminal Y 
to the network by a dial up PPP by a daemon on the remote 
terminal Y which is started based on the transmitted FAX 
message to send the IP address of the remote terminal to the 
local terminal. 

12 Claims, 3 Drawing Sheets 
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FIG. 1 
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FIG. 2 
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FIG. 3 
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METHOD OF ESTABLISHING A SESSION 
BETWEEN TERMINALS ON A NETWORK, 
REMOTE TERMINAL AND RECORDING 
MEDIUM 

BACKGROUND OF THE INVENTION 

This invention relates to a method of establishing a 
session between terminals utilizing a network which allows 
resources of remote terminals to be utilized, a remote 
terminal and a recording medium. 

With recent popularization of internet, the internet con- 
nection function has been installed as a standard on an OS 
for a workstation and a PC (personal computer) such as OS/2 
of IBM and Windows of Microsoft. On the other hand, the 
protocol which consumers and small scale users utilize in 
connecting to the internet is a terminal type dial up called 
PPP in which a terminal can not be connected to the interact 
unless a phone call is made from the terminal to the 
connection point of a network provider. 

It is therefore necessary for a terminal to which a session 
is established to stay in a state in which it is connected to the 
network in order to establish a session from a terminal 
connected to the internet to another terminal via the internet. 
In other words, only the terminal placed in front of a user can 
dynamically connect to or disconnect from the network on 
demand and, for example, a resource of a PC system placed 
in home can not be utilized from a terminal which a 
consumer carries along as a mobile unit. 

In view of recent popularization of PCs and an environ- ^ 
ment in which each person fully makes use of a plurality of 
mobile and desk top systems, it is considered that a demand 
of using resources of a remote desk top system from a 
mobile system is going to increase. As an alternative of the 



tion information, authentication information for utilizing the 
function of said server and authentication information for 
utilizing the daemon function on said remote terminal. 

Further, the daemon on said remote terminal can be 
started by detecting that the transmitted information includ- 
ing the local terminal identification information is abnor- 
mally short. 



20 



further, connection of said remote terminal to said net- J 

I work can be maintained by said daemon while a connection-^ 
'^maintenance instruction is periodically transmitted from / 
["said local terminal through said network after said remote J 
terminal identification info rmation has been transmitted toy 
isaid loc al terminal. j 

"Another aspect of this invention is characterized by the 
provision of; means for detecting whether or not the infor- 
mation including a local terminal identification information 
transmitted over a network matches a predetermined 
condition, and session establishing means started upon 
detecting that the information including a local terminal 
identification information matches a predetermined condi- 
tion for executing a connection to an access point existing on 
said network to receive a remote terminal identification 
information and sending the received remote terminal iden- 
tification information to a local terminal based on said local 
terminal identification information. 

In the above, said session establishing means can main- 
tain the connection to said network while the connection 
maintenance iastructions are periodically transmitted over 
said network after said session establishing means has sent 

ou i>aid jy mo.tejcrm ina I iden t i ficalj onj n formation 

|—!a further aspect of this invention is characterized by a J 
p rccording medium which records therein a control program ■ 
A for establishing a session between terminals utilizing a 



above, it could be conceivable to have a remote system stay ^ network, said control program causing a computer to detect 



^whether or not the information including a local terminal p 
identification information transmitted over a network) 



matches a predetermined condition, and to establish a con- j 
nection to an access point existing on said network upon 7 - 



always in connection to the network through a leased line or 
to call, a modem of the remote terminal, from a modem of Lhe 
mobile terminal. However, the former would result in an 
expensive fee to Ik paid to a network provider so that it fails 
to meet consumers requirement while, in the latter, the 

telephone fee to be paid to the network provider such as NTT ^ w „ , 

(Nippon Telephone and Telegraph) depends on the distance I tion and to send the remote terminal identification mfbrma 
so that a long distance communication would invite an S tion received from said access point to a local terminal based 
increase of a communication cost. \ on said local terminal identification information. J~ 
It is therefore a purpose of this invention to provide a 45 In thcabo\\;7SaidV6B76I^ogram 



( 

4 q\ detecting that the information including a local terminal 
J identification information matches a predetermined condi^ 



method of establishing a session between terminals utilizing 
a network, a remote terminal, a local terminal and a record- 
ing medium which resolve the above described problems. 

SUMMARY Ol- TOE INVENTION 

To achieve the above objectives, an aspect of this inven- 
tion is characterized by; connecting from a local terminal 
having a remote terminal connection information to a first 
access point existing on a network to receive a local terminal 



tQ-maintain-thc_con ncction t o j&idncKyo/k^ whilc a conncc 
j tion maintenance instruction is periodically transmitted 
through said network after said remote terminal identifica- 
tion i nformation has been sent out. j 
50 A further aspecLof JhisTinYention js.cha racle rized.byjhe^ 



J 



^provision -of;: means for executing connection to an access/ 
^point existing on a network, means for receiving a local" 
rterminal identification information from the connected \ 
\ access point, and means for sending out information includ- 



identification information, calling a remote terminal from a 55-ingthc received local terminal identification information and 

server existing on said network based on said remote tcr- ] remote terminal identification information to said remote/ 

minaJ identification information to send information includ- ^ terminal over the network , 

ing said local terminal identification information to said A further aspect of this invention is characterized by a 

remote terminal, connecting to a second access point exist- recording medium which records therein a control program 

ing on said network by a daemon on said remote terminal 60 for establishing a session between terminals utilizing a 



which is started based on said transmitted information to 
receive the remote terminal identification information, and 
transmitting the received remote terminal identification 
information to the local terminal based on said local terminal 
identification information. 

In the above, the information from said local terminal may 
include information including said local terminal idcnlifica- 



65 



network, said control program causing a computer to estab- 
lish connection to an access point existing on a network, to 
receive local terminal identification information from said 
connected access point, and send out information including 
the received local terminal identification information and 
remote terminal identification information to said remote 
terminal over the network. 
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BRIEF DESCRIPTION OF THE DRAWINGS The procedure from establishing a session to disconnec- 

. . ,. r - . - r tion is now described in further detail. 

FIG. 1 is a diagram of a possible configuration for the _ . ___ . , , , 

• rt The dial up PPR-dtiver__XLis_started„by_a_conventional 

present invention. , , . *v < , ■ . . J „ ,~~^t~ — ■ — 

m ^ , . ^ ^ method Jjrom^lhe-l ocaLuser s termin al to call, a local con- 

FIG 2 is a d,agram or a configuration for a remote s ( DCCti o n po inl A ^ftH Bff^^ 

1crmmaI ^n?pT&ffinffe^ 

FIG. 3 is a diagram of a configuration for a local terminal. ^crminalrXriSiConnect ed [ to the inte rnet .^Vn I 

DETAILED DESCRIPTION OF THE 

PREFERRED EMBODIMENT m jfiggEi\ffijI^ 

The present invention will now be described in further 

detail with reference to the figures. FIG. 1 is a diagram The user then slarts~tfie~session establishing/monitoring 

showing a mode of practicing this invention. In the figure, X daemon X2 on the local terminal X and issues a request to 

is a local terminal, Y is a remote terminal, and A is a local the server B which exists someplace in the network to 

connection poinl which is a provider on the internet for the 15 connect to the remote terminal Y which is connected to a 

local terminal X to connect through a telephone line. B is an telephone number given by a parameter. The parameter will 

on-demand connection primary server operating on the include authentication information for utilizing the function 

internet and C is an on-de ma nd connection secondary server of the primary server B, authentication information for 

operating on the internet and is also a remote connection utilizing the function of the session establishing/monitoring 

point for the remote terminal Y. 20 daemon Y2 on the remote terminal Y and the IP address of 

While the local terminal X is assumed to be, for example, lhe local terminal X which was dynamically allocated, 

a so called portable mobile PC as shown in FIG. 2, it may Next, the primary server B checks the authentication 

be in other forms such as a workstation and PC, i.e., a so information for utilizing the function of the primary server 

called desk lop PC so long as it has a modem which has a ^ B which was notified from the session establishing/ 

capability of communication by connecting to a portable " monitoring daemon X2 and, if the information is valid, finds 

telephone, PUS and a public telephone, etc. As shown in a remote connection point nearest the remote terminal Y 

FIG. 2, a CPU I provides processing for all of the excm- using the telephone number of the remote terminal Y which 

plificd components which arc connected each other via a bus was similarly notified ,fr om the sess ion establishing/ 

2. Item 3 is a RAM which is a main memory and used for ?0 ^moniioringxJaemon,X2.Jj^ 

the work of the CPU 1 and for loading an OS and an * | re^uestto^hese^ 

application program, etc. Item 4 is a hard disk device which poiflffi?rcoiffle?tW 

is an auxiliary storage and normally stores therein a software B then delivers-the-telephonThlJmHer of the remole terminal 

program including a control procedure to be described later. Y, the authentication information for utilizing the function of 

Item 5 is a modem which connects to a telephone line. Item the session establish ing/moni tori ng daemon Y2 and the IP 

6 is a keyboard, item 7 is a keyboard controller, item 8 is a " address of the local terminal X to the secondary server C on 

video RAM, item 9 is a video graphic array (VGA), item 10 lhe remote connection point. 

is a liquid crystal display device, item 11 is a controller of The secondary server C on the remote connection point 

the liquid crystal display device, item 12 Ls a serial port, item ihcn calls the FAX modem of the remote terminal using the 

13 is a parallel port, item 14 is a floppy disk device and item 4Q FAX function and delivers a very short FAX message to the 

15 is a controller of the floppy disk device. This is exemplary FAXjgce ptjon s oftware^proaram on I he-remote terminal-Y.- 

of the device upon which the present invention may be QxntaincdJn^Uu^j 

implemented. The components are nol described in detail [ mqit^^fByiSng 



because they are conventional components. monitOTiffiSaTffi 

The remole terminal Y is assumed to be a conventional j 5 tRSBB^^fflff - 
workstation or PC as shown in FIG. 3 provided that it has a The remote lermirfaTY may^then be in a sleeping state if 
FAX modem which has a capability of communication when it has an on-demand wake up facsimile reception function 
it is connected to a telephone line. As shown in FIG. 3, the which is mounted on an Aptiva (trademark of IBM). In 
basic configuration is the same as in FIG. 2 except thai it addition, because this is a communication utilizing FAX, the 
includes a mouse 36 beside the keyboard 26 as a user 50 remole terminal Y receives without ringing so that this will 
interface. The mouse 36 and keyboard 26 arc connected to not be mixed up with a normal telephone call, 
a bus 22 via a keyboard mouse controller 27. Further, a CRT Hie FAX reception software program on the remote 
30 is connected to a VGA 29 via a controller 31 as a display terminal Y detects that the regularly delivered FAX message 
means in place of an LCD. Item 25 is a modem with FAX is abnormally short for a normal FAX message and starts the 
function and is connected to a telephone line. 55 session establishing/monitoring daemon Y2 on the remote 
The local terminal X and the remote terminal Y have a dial terminal Y. This function is a hook which is indispensable to 
up PPP driver XI or Yl in the storage device (normally, a the FAX software. The received FAX message is delivered 
hard disk-deviceJ-whicLis-prqyaded-in-each-of-the-terminals--^ to the session establishing/monitoring daemon Y2 through a 
^a nd ^ a ^ffl°J^^,^Lj j ? f ^1 9^ c sl n ™ ancI nioiiiton( a J conventional spool of the FAX software. 
| scssiorPK^ 60 'Die session establishing/monitoring daemon Y2 decodes 
L PAX-recept ion-software~program which has a hook Y3 the delivered FAX message to check whether or nol the 
having a function to start the daemon Y2. authentication information for utilizing the session 
A memory means within a computer of the primary server establishing/monitoring daemon Y2 is correctly stored. If 
B and the secondary server C stores therein a software authentication is successful, the following steps of process- 
program which has information for executing a control 65 ing follow. 

(processing) procedure to be described later needed by each The session establishing/monitoring daemon Y2 starts the 

system. dial up PPP driver Yl on the remote terminal Y and tries to 
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establish a PPP connection with the remote connection point 
which is near the remote terminal (in this case, the remote 
connection point of the secondary server) according to a 
method which is registered in advance. 

If the PPP connection is made successfully, the remote 
terminal Y will he connected to the internet for the first time 
then. Its IP address is dynamically allocated and delivered by 
the access point, also. At this point of time, while the 
communication from the local terminal X to the remote 
terminal Y is in a feasible condition from a network point of 
view, the session can not be completed to the remote 
terminal because the user of the local terminal X docs not 
know the IP address allocated to the remote terminal Y. 

The session establishing/monitoring daemon Y2 finds the 
IP address of the local terminal X from the information in the 
delivered FAX message and notifies the session establishing/ 
monitoring daemon Y2 of the fact that the remote terminal 
Y has been connected to the network. The IP address of the 
remote terminal Y will be contained in the notification 
message. A timer is also activated to monitor whether or not 



both the session establishing/monitoring daemon X2 and the 
session establishing/monitoring daemon Y2 are in an active 
state. The user controls the remote terminal Y to have it 
connect to or disconnect from the network by activating or 
deactivating the session establishinE/mo nitorin g daemon X2 



injbcJocaLtcrmmal~X.sidc.-Thc security in utilizing the 
) resource of the remote terminal Y is doubly assured by the 
H authentication in the primary server as well as the authen- 
tication in the session establishing/mo nitorin g daemon Y2i 
10 Ion the remote terminal Y. Jrraddiii6n7bccausc thc~conhcc- 
"tibn~rcqucsrfrom"thc secondary server C which is a remote 
connection point to the remote terminal Y is embedded in the 
FAX message, it is less susceptible to decoding than a 
communication based on a normal character information. 
15 As described in the above, a TCP/IP session can be 
established between terminals which connect to the network 
on-demand by the dial up PPP according to this invention. 
Ry this, the user can utilize resources of a system which is 
■ not always connected to the network (e.g., a home PC and 
hic^^stVucls^The" se^ion establishing/ 20 an intrancl of a small scale enterprise). Further, a 
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a message w 

monitoring daemon Y2 lo maintain connection arrives peri- 
odically from the session establishing/monitoring daemon 
X2. So long as the connection maintenance instruction 
continues lo arrive from I he session establishing/monitoring 
daemon X2, the remote lerminal Y also notifies the session 
establishing/monitoring daemon X2 of continued connec- 
tion to the network by returning a reply to the session 

establishing /monitorin g daemon X2. 

r -J When the session establishing/monitoring daemon X2 is^ 
[notified of connection of the remote terminal Y to the J 
network from the session establishing/monitoring daemon / 
j Y2, it notifies the user of the IP address in the message^^ 
Aflhispoint oflime, the user ft nds the I P address of the 
remote terminal Y and becomes able to complete a session %$ 
with the remote terminal Y and access to resources of the 

remote terminal_Y_ 

^ JThe session cstablishing/mnniloring daemon X2 com in- n 

j ues to send a connection, maintenance instruction to the '/ 
S session establishing/monitoring daemon Y2 unless the user >J 0 
^requests to disconnect the remote terminal Y from the 7 
\ network. f T1ic session establishing/monitoring daemon X2 ! 
[also monitors replies from the session establishing/ j 
\ monitoring daemon Y2. When the reply does not arrive in a j 
} given time period from the session establishing/monitoring \ s 
^daemon Y2, the session establishing/monitoring daemon X2 f 
notifies the user that the session establishing/monitoring / 
xlaemon Y2 is disconnected from the network by somef 
reason and goes to a sleeping state, j / 



session can be established while assuring a security. 
What is claimed is: 

1. A method of establishing a session between terminals 
utilizing a network comprising the steps of: 

connecting from a local terminal having information for 
connecting to a remote terminal to a first access point 
existing on said network; 
transmitting session identification information to a first 
server on the network through the connection to the 
first access point to request establishing a session 
between the local terminal and the remote terminal; 
transmitting the session identification information to a 
second server existing on the network, wherein the 
second server is associated with the remote terminal; 
calling said remote terminal from the second server 
existing on said network based on said session identi- 
fication information so as lo establish a connection 
from the second server to the remote terminal outside 
of the network; 
transmitting local terminal information lo the remote 

terminal over the connection outside the network; 
connecting from the remote terminal lo a second access 
point existing on said network by a daemon on said 
remote terminal which is started based on said trans- 
mitted information from the second server; and 
transmitting remote terminal identification information 
from the remote terminal to the local terminal based on 
the local terminal information so as to allow a session 
to be established between the local terminal, and the 
remote terminal. 

2. A method of claim 1 in which the session identification 
information includes authentication information for utilizing 
the function of said Grsi server and authentication informa- 



ireaj 

When'the user re~questsT6~disconnecl the remote terminal 
Y from the network, the session establishing/monitoring 
daemon X2 finally sends a disconnection request lo the 
session establishing/monitoring daemon Y2 and then is 
terminated. 

When the session establishing/monitoring daemon Y2 55 lion for utilizing the daemon function on said remote ter- 

reccives that a disconnection request from the session minal. 

establishing/monitoring daemon X2 or a connection main- 3. Amethcxl of claim 1 in which connection of said remote 

le nance instruction from the session establishing/monitoring lerminal to said network is maintained by said daemon while 

daemon-does not-arrivo in-a given-time pcriod! it determines a connection maintenance instruction Is periodically irans- 

jlha 1 a connection of the remote terminal to the network is no 60 milled from said local lerminal through said network after 
{longer needed. The session establishing/monitoring daemon/1 said remote lerminal identification information has been 

Y2 then issues an instruction to the dial up PPP driver or ihe ^ transmitted to said local lerminal. 
|OS lo disconnect the PPP connection andjias Jhcjw^^JVJ 4. A method according to claim 1, wherein the connection 

^disconnect the telephone. tFtieTeTfteTTlhe session from the second server lo the remote terminal is a facsimile 

establi.shin^monitofing daemon Y2 Is also terminated. 65 connection. 

Ry the above procedure, the remote terminal Y will 5. A system for establishing a session between terminals 

continue to maintain connection to the network only when utilizing a network comprising the steps of: 
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means for connecting from a local terminal having infor- 
mation for connecting to a remote terminal to a first 
access point existing on said network; 

means for transmitting session identification information 
to a first server on the network through the connection 
to the first access point to request establishing a session 
between the local terminal and the remote terminal; 

means for transmitting the session identification informa- 
tion to a second server existing on the network, wherein 
the second server is associated with the remote termi- 
nal; 

means for calling said remote terminal from the second 
server existing on said network based on said session 
identification information so as to establish a connec- 
tion from the second server to the remote terminal 
outside of the network; 

means for transmitting local terminal information to the 
remote terminal over the connection outside the net- 
work; 

means for connecting from the remote terminal to a 
second access point existing on said network by a 
daemon on said remote terminal which is started based 
on said transmitted information from the second server; 
and 

means for transmitting remote terminal identification 
information from the remote terminal to the local 
terminal based on the local terminal information so as 
to allow a session to be established between the local 
terminal and the remote terminal. 

6. A system according to claim 5 in which the session 
identification information includes authentication informa- 
tion for utilizing the function of said first server and authen- 
tication information for utilizing the daemon function on 
said remote terminal. 

7. A system according to claim 5 in which connection of 
said remote terminal to said network is maintained by said 
daemon while a connection maintenance instruction is peri- 
odically transmitted from said local terminal through said 
network after said remote terminal identification informa- 
tion has been transmitted to said local terminal. 

8. A system according to claim 5, wherein the connection 
from the second server to the remote terminal is a facsimile 
connection. 

9. A computer program product recorded in a computer 
readable media for establishing a session between terminals 
utilizing a network comprising: 
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20 



25 



30 



35 
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computer program code which connects from a local 
terminal having information for connecting to a remote 
terminal to a first access point existing on said network; 

computer program code which transmits session identifi- 
cation information to a first server on the network 
through the connection to the first access point to 
reqtiest establishing a session between the local termi- 
nal and the remote terminal; 

computer program code which transmits the session iden- 
tification information to a second server existing on the 
network, wherein the second server is associated with 
the remote terminal; 

computer program code which calls said remote terminal 
from the second server existing on said network based 
on said session identification information so as to 
establish a connection from the second server to the 
remote terminal outside of the network; 

computer program code which transmits local terminal 
information to the remote terminal over the connection 
outside the network; 

computer program code which connects from the remote 
terminal to a second access point existing on said 
network by a daemon on said remote terminal which is 
started based on said transmitted information from the 
second server; and 

computer program code which transmits remote terminal 
identification information from the remote terminal to 
the local terminal based on the local terminal informa- 
tion so as to allow a session to be established between 
the local terminal and the remote terminal. 

10. A computer program product according to claim 9 in 
which the session identification information includes 
authentication information for utilizing the function of said 
first server and authentication information for utilizing the 
daemon function on said remote terminal. 

11. A computer program product according to claim 9 in 
which connection of said remote terminal to said network is 
maintained by said daemon while a connection maintenance 
instruction is periodically transmitted from said local termi- 
nal through said network after said remote terminal identi- 
fication information has been transmitted to said local ter- 
minal. 

12. A computer program product according to claim 9, 
wherein the connection from the second server to the remote 
terminal is a facsimile connection. 
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